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What we did
In April 2019, the High-Level Expert Group on Artificial Intelligence (AI) nominated
by the EU Commission released the “Ethics Guidelines for Trustworthy Artificial
Intelligence”, followed in June 2019 by a second document, “Policy and investment
recommendations”. Initially our group was going to provide a formal response to the
pilot phase of the April guidelines, however, as the pilot is geared more towards the
business sector, our group undertook a critical assessment of the guidelines from a
multidisciplinary perspective.
The Guidelines are aimed at supporting the development of ‘trustworthy’ AI, by: 1.
outlining three characteristics (lawful, ethical, and robust); and, 2. providing seven
key requirements (Human agency and oversight; Technical Robustness and safety;
Privacy and data governance; Transparency; Diversity, non-discrimination and
fairness; Societal and environmental well-being; and Accountability).
The Guidelines are a significant contribution to the growing international debate
over the regulation of AI. Firstly, they aspire to set a universal standard of care for
the development of AI in the future. Secondly, they have been developed within a
group of experts nominated by a regulatory body, and therefore will shape the
normative approach in the EU regulation of AI and in its interaction with foreign
countries. As the General Data Protection Regulation has shown, the effect of this
normative activity goes way past the European Union territory.
One of the most debated aspects of the Guidelines was the need to find an
objective methodology to evaluate conformity with the key requirements. For this
purpose, the Expert Group drafted an “assessment checklist” in the last part of the
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document: the list is supposed to be incorporated into existing practices, as a way
for technology developers to consider relevant ethical issues and create more
“trustworthy” AI.
In what follows we attempt to assess the implications and limitations of the
assessment checklist for the global development of ‘trustworthy’ AI.

Prologue
During the 1969 Apollo mission to the moon, checklists played such a pivotal role in
the logistical operations that astronaut Michael Collins referred to them as “The
Fourth Crew Member.” As the Apollo mission highlights, checklists are helpful for
verifying the presence or absence of factors in many decision-making systems. Since
checklists are effective tools for narrowing attention to essential information and
eliminating distracting noise, the EU’s “Ethical Guidelines for Trustworthy Artificial
Intelligence,” like many evaluative frameworks, relies on them. Unfortunately, such
guidelines may fall victim to the fallacy of the checklist: by over-reductively framing
complex problems, they can misleadingly suggest simple solutions to complex,
indeed impossible, dilemmas. This poses the danger of creating a compliance regime
that allows, even actively encourages, “ethics washing”. Technology companies, and
companies that use AI in their operations, can be incentivized to minimize their legal
liability by touting their conformity to the inadequate guidelines, leaving the rest of
society to pay the price for policy-makers not endorsing more nuanced tools.

The EU’s Checklist Approach to AI Trustworthiness
The European Commission appointed a High-Level Expert Group on Artificial
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Intelligence, composed of representatives from academia, civil society, and industry,
to support the implementation of the European Strategy on AI. The Expert Group’s
main remit was to propose recommendations for future policy development on
ethical, legal, and societal issues related to AI. The outcome was the development of
the Guidelines, with the Implementation List, or checklist, at their heart.
The Guidelines are supposed to contribute to a framework for achieving Trustworthy
AI across application domains. The group identifies three components to trustworthy
AI: it should be lawful, ethical and technically and socially ‘robust’. The Guidelines
focus on the ethical component, by first identifying the ethical principles and related
values that must be respected in the development, deployment and use of AI
systems. The Guidelines aim to operationalize the principles, by providing concrete
(although non-exhaustive) guidance to developers and deployers on how to create
more “Trustworthy” AI.
The justification of this overall structure stems from the idea that AI is a radically
new technology – accurate perhaps in reference to its widespread application, if not
to its intellectual lineage – which prompts new regulatory considerations. In this
light, a step-by-step process starting with preliminary assessment by means of a
checklist can reduce complexity, provide reassurance for developers and deployers,
and so help develop trust.
The guidelines mention multiple caveats regarding the practicability, and – of
particular importance – what is indicative and what is prescriptive in the structure of
the assessment. What also becomes evident upon a closer examination, is that the
Assessment List is a tool that may create a false sense of confidence, with little
concrete guidance. Indeed, it may be seen as an outdated tool that might work in a
cockpit, but in an unpredictable field like AI could end up failing.
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Technical challenges to AI-related checklists
A key problem for the checklist is that it expects, or indeed requires, concrete
answers to technical questions that are so nuanced, that any answer given is
necessarily partial. The partial nature of the available answers leads to a certain
amount of unavoidable uncertainty, which the checklist does not explain how to
navigate. Yet, navigating this uncertainty is in fact the area where guidance is
required in order to establish trustworthy AI. We elaborate on this dilemma with two
examples: explanation and bias avoidance.
The guidelines ask practitioners to “ensure an explanation as to why the system took
a certain choice resulting in a certain outcome that all users can understand.”
Currently, there is no way to definitively ensure that uncontestable explanations
exist for a model. Generating explanations is an area of active research, and
currently there is no consensus among experts as to what qualities make a good
explanation, or even what an explanation consists of. Different methods of
generating explanations provide different guarantees, they are often incomparable
to each other (and can disagree) because they are based on different baseline
assumptions. Thus, they are all partial explanations, with different strong and weak
points. Further, the very notion of interpretability is often at odds with values such
as security and privacy of information, which can lead to tensions in checking off
boxes for both of these desired qualities.
Suppose an individual interacting with an AI system received an adverse outcome
and wants an explanation for why the model exhibited this behavior. An example of
this may be a resume scanner for job recruitment rejecting an individual from
recruitment possibilities for a certain company.
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One form of explanations are simply alternate inputs that have contrasting results –
i.e. other resumes that were accepted by the given company’s resume scanner. The
individual can then intuit why the model made a given choice based on the
differences they perceive in the two resumes. This type of explanation is highly
intuitive and easy to understand, but it has its problems. One such problem is that
there is no guarantee that any given difference perceived between the two resumes
is in fact the model’s reason for approving one and not the other. For example, it
could be that the resume rejected was from a female candidate and the alternate
input provided for explanation was from a male candidate. This may be the biggest
difference perceived by the applicant, but it could be that the model is in fact not
using this feature at all, but instead the change in hiring outcome was based on a tiny
difference in work experience, if the model weights that very heavily. Thus, while
explanations are intuitive to understand – it simply involves comparing two inputs – it
does not guarantee that the correct reason for the difference in outcome between
the two inputs is obvious from this comparison. Secondly, in the interest of privacy,
which is another pillar of trustworthy AI according to the EU guidelines, one may
want to not give a real alternate input for comparison but a fabricated one.
Depending on how this alternate input is fabricated, it may be out of distribution of
the hiring model’s training set, making the model’s response to this fabricated input
inaccurate, making the entire explanation unreliable.
Another form of explanations are feature-based explanations, which seek to highlight
which features (i.e. parts of an input – years of work experience, age, name on a
resume) contributed the most to a model’s output. In a linear model, this is
straightforward—each feature has a weight associated with it and so the pathway
from input feature to model decision is clear. However, releasing this information is
a security risk that needs to be taken into account when using a linear model.

|5

Shortcut or sleight of hand? Why the checklist approach in the
EU Guidelines does not work
by: Antonio Davola, Emily Black, Kalervo Gulson, Geoffrey Rockwell, Evan Selinger and Elana Zeide

Further, many applications, such as those involving images, require much more
complex models. With these more complex models, feature-based explanations
become more complicated, as even the question of what are the features becomes
unclear, due to the fact that the model itself creates its own features as a means of
understanding the input as an intermediate step in computation. Some feature-based
explanations, in the interest of having more interpretable results, attribute
importance to features that may not actually be used by the model. This is because
the “features” investigated are defined some independent process (e.g. a person
segmenting up an image) that is not necessarily the process that the model uses.
[Simoyan, Selvaraju] Conversely, some more cautious forms of explanations
potentially miss features that are used by the model.
Beyond this, depending on which baseline assumptions are used in determining
which features are most important [Dhamdere, Kindermans, Sundararajan], different
feature-based explanations may lead to different results, even if they agree on which
features are to be used. It is unclear which are better or more reliable than another.
Each method available currently has its own redeeming qualities, but also its own
blind spots – and it is often confusing to use more than one type of explanation
together because they can provide contrasting results.
Further, all types of explanations can be interpreted widely: there is no one way to
interpret the common examples given or the influences of the features returned by a
certain method. Even given the same explanation, researchers can come to
contrasting conclusions about the behavior of a model. Thus, any explanation
necessarily contains some uncertainty.
Navigating these nuanced tradeoffs–intuitiveness versus accuracy of an explanation,
and privacy/security versus interpretability—are key places where guidance is
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required, but not supplied by the checklist. In order to make use of the methods
currently available and navigate the inherent uncertainty of the answers they
provide, we need to develop answers for questions such as: What purpose is the
explanation supposed to serve? Is it for those interacting with the AI system? Is it so
that they can understand what they can change about the input in order to get a
different result? Is it so that they can be assured there was no mistake? Or unfair
bias? Different explanation methods are suited to different applications. Once the
purpose(s) are decided, what are the criteria for the explanation to be deemed
satisfactory? At what point, and in what applications does a lack of explainability
prohibit use of AI in a given context?
Another example of uncertainty comes in bias prevention, when the guidelines ask
the developers to “ensure a working definition of ‘fairness’ that you apply in your AI
systems”. There are several definitions of what it means for an AI system to be free
from bias, or fair [Hardt, Dwork]. While it is necessary to put these processes in
place, they will have holes. Different auditing systems and notions of fairness, again,
rely on different assumptions, often cannot be used together, [Kleinberg], and each
have blind spots. Group-based fairness metrics, such as demographic parity and
equalized odds, which seek to treat demographic groups similarly in aggregate (e.g.,
job recruitment rates should be equal across gender) sometimes sacrifice individual
fairness, which seeks to treat similar people similarly on an individual level.
Additionally, these methods of checking for fairness do not often give obvious
warning signs. Instead, algorithms often differ from each other in slight gradations,
since many “baseline” or “fair” algorithms still have far from perfect scores on these
fairness-checking tools. As such, it can be entirely unclear, even to an expert, when
to flag an algorithm for exhibiting unfair behavior, outside of blatantly obvious cases.
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Even if we use all compatible fairness notions together, there are still types of
discrimination that we don’t have good catches for—such as certain types of smaller
subgroup discrimination. So no matter what kind of fairness definition a developer
uses, whether they have caught discrimination in the model is uncertain. We need to
have some way to deal with this built-in uncertainty , including defining the contexts
where this uncertainty prohibits development .

Experts of the Future and Unacknowledged
Uncertainty
The EU assessment list exists among other attempts to manage emergent
technologies, such as foresight guidelines for nanotechnology. These are to be used
by what Rose and Abi-Rached (2014) have called ‘experts of the future’, who
‘imagine…possible futures in different ways, seeking to bring some aspects about and
to avoid others. … In the face of such futures, authorities have the obligation not
merely to “govern the present” but also to “govern the future” (p. 14). One way of
governing the future is to build tools to manage the creation of new technologies,
such as a checklist. Such tools, however, can be ill-suited for technologies where
whether the box should be checked or not is uncertain, whether these uncertainties
are caused by technological, social, or economic factors. The guidelines aim to
provide shortcuts for managing complexity, but the shortcuts are inadequate given
the affordances, uncertainty, and pace of AI development.
The Expert Panel acknowledges that the checklist is not a purely mechanistic
enterprise or an exhaustive list. Yet in our view, the aspiration that the checklist
integrates best practices in AI development and informs the debate unavoidably
gives it a powerful orienting force, caveats about its “theoretical nature”
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notwithstanding. Alternatively, we could begin to think about the checklist in terms
of its effect on people, behavior, and – even more importantly – judicial scrutiny of
enterprises’ activities in developing and commercializing emerging technologies. The
checklist was a tool for the last industrial revolution, not the complexity, speed, and
uncertainty of the next one.

Ethics on the Ground
The document overlooks the potential disjunction between idealistic ethical
guidelines and their practical implementation – ethics on the ground. This echoes the
gap between ambitious regulatory visions and the check-the-box corporate
compliance that privacy scholars Deidre Mulligan and Kenneth Bamberger
documented in their seminal book, Privacy on the Ground . It also elides the
profound divide existing between ethics and trustworthiness.
It isn’t clear what the consequences of these binary questions should be, other than
noting that there could be tensions. The checklist as a technology was developed for
handling complexity under stress. Experts provide pilots and astronauts checklists as
memory aids. This is not a technology for deciding if you should build something at
all or how to go about imagining what can be done ethically. Nor is this a technology
for dealing with ambiguity. For example, what do you do if the answer to a question
is maybe? How do you decide what to do if you can’t guarantee that all users
understand a decision? Do you then not develop the product at all? Is it likely that a
team, having invested significant resources, will stop on a dime because they can’t
answer a question? More likely, they will simply pass it to the lawyers to finesse.
Thus, while the tool may add “ethical value” for the people who consider it, it does
not impose sufficiently specific and consequential requirements to create
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trustworthiness. By virtue of its iterative path towards ethics assessment, the
document orients itself toward developers and regulators, not the citizens and users
whose lives AI will transform. With so much flexibility in interpreting and
implementing the tool, and so much complexity and ambiguity in its target, it is
natural that in practice, users and other stakeholders will gravitate to simpler
versions of the tool. As a result, the checklist is likely to operate as a legalized
template to legitimize questionable AI products and practices. A regulatory
structure based on checklists will provide some protection, but protection for who?
Users or an IT industry that has a practice of breaking things and people first,
apologizing second, switching regulatory jurisdictions when they can, and paying
fines if they have to? That is not a recipe for ethics by design or trustworthy AI. It is
a recipe for “ethics-washing.”
Overall, the report’s guiding questions are valuable in identifying some of the most
salient issues in AI ethics; they help identify issues and problems that all responsible
actors in this space should attend to–issues that would be irresponsible to occlude
or downplay. Nonetheless, this specific type of utility, heightened ethical awareness,
is not what the Expert Panel claims for their framework. Rather, they characterize
the framework as the foundation for creating and deploying trustworthy AI. This is
more than semantics. Rather, conflating a trustworthy outcome with a more modest
ethically attuned one risks encouraging stakeholders to develop misleading, overlyoptimistic expectations which could ultimately lead to the opposite of trust–namely,
betrayal.
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